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SEXUAL EXPLOITATION OF CHILDREN

OVER THE INTERNET: HOW THE STATE

OF NEW JERSEY IS COMBATING CHILD
PREDATORS ON THE INTERNET

MONDAY, JULY 10, 2006

HOUSE OF REPRESENTATIVES,
COMMITTEE ON ENERGY AND COMMERCE,
SUBCOMMITTEE ON OVERSIGHT AND INVESTIGATIONS,
Washington, DC.

The subcommittee met, pursuant to notice, at 10:30 a.m., in
Conference Center Room A of the Raritan Valley Community College,
Hon. Ed Whitfield (Chairman) presiding.

Members present: Representatives Whitfield and Ferguson.

Staff present: Mark Paoletta, Chief Counsel for Oversight and
Investigations; Kelli Andrews, Counsel; Karen Christian, Counsel; Ryan
Ambrose, Legislative Clerk; and David Nelson, Minority Investigator.

MR. WHITFIELD. [ would like to call this hearing to order and I
certainly want to thank all of you for attending today. The Energy and
Commerce Committee and the Subcommittee on Oversight and
Investigation are convening this hearing in New Jersey on the Sexual
Exploitation of Children over the Internet. The subcommittee has held
four hearings on this subject. We have heard testimony from victims of
Internet child pornography, State and Federal law enforcement agents,
safety and Internet education experts and Internet service providers about
the dangers the Internet can pose to children.

While Federal law enforcement agents actively investigate and
pursue online predators, 70 percent of the investigations take place at the
State and local level through the efforts of the State Internet Crimes
Against Children Task Force and local police officers and investigators
and prosecutors. For this reason, the subcommittee thought it would be
important to have a hearing where we would focus on local efforts to
deal with this significant problem. Like every other State, New Jersey is
not immune from the dangers that the Internet presents to children.
Today we will hear testimony from witnesses who work each day to
combat child pornography and to keep New Jersey’s children safe from
predators who seek to use the Internet to exploit them.

These hearings that we have had have been quite startling to all of
us, to recognize and be aware of the dangers that are lurking out there for
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our young people who are on the Internet and come in contact with some
very unsavory characters. Today we are going to hear from the United
States Attorney for the District of New Jersey, Chris Christie, about the
cases brought by his office against child predators. Particularly, we will
be interested in his RegPay case, which was a real breakthrough; I guess
the first international breakthrough in this area. We will also hear from
the New Jersey State and local police officers about how they developed
their investigations against individuals who exploit children on the
Internet and the challenges they face when they attempt to bring these
criminals to justice.

Our subcommittee’s hearings have shown that every effort must be
made to support law enforcement efforts in the war against child
pornography, but they also have shown that we will not win this war
unless we educate parents, teachers and children about Internet safety.
Witnesses have repeatedly told our subcommittee that children often are
not able and do not appreciate the risk posed to them when they meet and
communicate over the Internet with strangers.

Two of our witnesses today, i-Safe Mentor, Samantha Hahn, and
WiredSafety Teen Angel, Shannon Sullivan, have been trained to talk to
their friends and fellow students about Internet safety. We look forward
to learning what they believe is the most effective way to teach children
to protect themselves against online predators. Samantha and Shannon
are joined by Superintendent David Livingston of the Somerset County
Schools, who will testify about how schools in his district are addressing
Internet safety issues, as well as problems related to social networking
sites, cyber bullying and online predators.

We will also be joined today by Congressman Michael Fitzpatrick of
Pennsylvania. Congressman Fitzpatrick has introduced a bill, H.R. 5319,
entitled “The Deleting Online Predators Act,” which requires schools and
libraries to use technology on their computers that prevent students from
accessing social networking sites, and we look forward to Mr.
Fitzpatrick’s testimony when he arrives.

And finally, I want to thank my colleague, Mike Ferguson, who is a
member of the Energy and Commerce Committee and certainly a
member of the Oversight and Investigations Subcommittee. He has been
a real leader in this effort to address the dangers facing our children on
the Internet and I know that he shares our interest in this issue. He has
been dedicated to doing whatever can be done to keep the Internet safe
for children and to ensure that criminals who use the Internet to prey on
our children are found and prosecuted. And I want to thank him for
arranging for this hearing today and convincing us to come to New
Jersey to learn what, specifically, law enforcement prosecutors and
others are doing in this area about this important issue.



So I want to thank all of you for being here and at this time I will
recognize Mr. Ferguson for his opening statement.
[The prepared statement of Hon. Ed Whitfield follows:]

PREPARED STATEMENT OF THE HON. ED WHITFIELD, CHAIRMAN, SUBCOMMITTEE ON
OVERSIGHT AND INVESTIGATIONS

Today, the Committee on Energy and Commerce, Subcommittee on Oversight and
Investigations, is convening a hearing in New Jersey on the sexual exploitation of
children over the Internet.

Already, this subcommittee has held four hearings on this subject. We have heard
testimony from victims of Internet child pornography, state and federal law enforcement
agents, safety and Internet education experts, and Internet Service Providers about the
dangers the Internet can pose to children.

From these hearings, this subcommittee has learned that while federal law
enforcement agents actively investigate and pursue online predators, seventy percent of
the investigations of these criminals take place at the state and local level through the
efforts of the state Internet Crimes Against Children Task Forces, or “ICACs,” and local
police officers. For this reason, the subcommittee thought it was important to dedicate a
hearing to how the war against child pornography and the online exploitation of children
is being fought on the ground, by state and local law enforcement agents.

Like every other state in the nation, New Jersey is not immune from the dangers the
Internet presents to children. Today we will hear testimony from witnesses who work
each day to combat child pornography and to keep New Jersey’s children safe from
predators who seek to use the Internet to exploit them. We will hear from the United
States Attorney for the District of New Jersey, Chris Christie, about the cases brought by
his office against child predators. We will also hear from New Jersey state and local
police officers about how they develop their investigations against individuals who
exploit children over the Internet, and the challenges they face when they attempt to bring
these criminals to justice. I look forward to learning whether the witnesses believe they
have the resources they need to not only fight the war against child pornography on the
Internet, but to win it. As this subcommittee held a hearing only two weeks ago with
Internet Service Providers and social networking sites, I also look forward to learning
your thoughts about the industry’s efforts to combat online child pornography and
whether you believe more should be required of them. Finally, because the vast majority
of cases against online predators are prosecuted at the state and local level, I am
interested to learn if additional federal resources would help facilitate your investigations
and prosecutions.

Just as our subcommittee’s hearings have shown that every effort must be made to
support law enforcement’s efforts in the war against child pornography, they have also
shown that we will not win this war unless we educate parents, teachers, and children
about Internet safety. Witnesses have repeatedly told this subcommittee that children
often are not able to appreciate the risk posed to them when they meet and communicate
over the Internet with a stranger. Two of our witnesses today, i-Safe mentor Samantha
Hahn and Wired Safety Teen Angel Shannon Sullivan, have been trained to talk to their
friends and fellow students about Internet safety. I look forward to learning what they
believe is the most effective way to teach children to protect themselves against online
predators. Samantha and Shannon are joined by Superintendent David Livingston of the
Somerset County Schools, who will testify about how schools in his district are
addressing Internet safety issues as well as problems related to social networking sites,
cyber bullying, and online predators.
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We are also joined today by Congressman Michael Fitzpatrick of Pennsylvania.
Congressman Fitzpatrick has introduced a bill, H.R. 5319, the Deleting Online Predators
Act. H.R. 5319 requires schools and libraries to use technology on their computers that
prevents students from accessing social networking sites. Thank you, Congressman
Fitzpatrick, for making the trip to appear before us this morning to discuss your efforts to
combat online predators.

Finally, I would like to thank my colleague, Mike Ferguson, for welcoming us to his
district. I know that Congressman Ferguson shares my interest in this issue, and that he is
dedicated to doing whatever he can to keep the Internet safe for children and to ensure
that the criminals who use the Internet to prey on children are found and prosecuted.

Thank you.

MR. FERGUSON. Thank you, Mr. Chairman. Thank you for being
here, very much for your welcome here in New Jersey. I am delighted to
have you here and really pleased that we could do this hearing here in
New Jersey. 1 also want to thank--we have several panels of really
excellent witnesses. I am delighted that they are all here. I particularly
appreciate the U.S. Attorney being here today and our Somerset County
Prosecutor, Wayne Forrest. 1 appreciate you and all the other panelists
who are going to join us here today. I think this is going to prove to be
an excellent line-up for shedding some light on how we can combat this
problem here in New Jersey.

I appreciate very much and want to personally commend some of our
other panelists for the work that they are doing every day to combat this
issue in our families and in our communities. Throughout the course of
the past few months, we in Congress have held several hearings on this
topic. We have heard from law enforcement, from Internet service
providers, from social networking sites, from Internet education groups,
Federal officials from the Department of Justice and other Federal
agencies, as well as some of the victims themselves. But no matter how
many hearings we have on this topic, it never gets any easier to hear
about and it still shocks and sickens every one of us.

The National Center for Missing and Exploited Children reports that
39 percent of persons caught with images of child sexual abuse had
images of children younger than 6 years old, and 19 percent of these
people caught had images of children under 3 years old. In all of my
years, as a Member of Congress, as an educator and most importantly, as
a parent, I have never been so disturbed by a topic that we have
considered. It is beyond comprehension that we, as a society, have
allowed this industry to flourish, sometimes even within the confines and
protection of our own homes. And it is our responsibility, as lawmakers,
as parents, as educators, and law enforcement, to do everything possible
to let our children know that they are safe and that they will be protected
at all costs.
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I am not just a Member of Congress and a public servant; [ am also a
parent with four young kids. Like millions of other families, my wife
and I talk to our kids about the great opportunities for fun and learning
that the Internet has to offer, but we also need to protect our children
from those who use the Internet to try and harm them. The private sector
and government and law enforcement must work together to ensure that
we all have the necessary tools to keep our children safe.

This issue is gruesome, it is heart wrenching, and it is disturbing, but
it is not one that we can ignore. The Internet can be an extraordinary tool
for our children, but it also harbors dangers that we must be aware of.
The predators that lurk on the Internet take advantage of children in the
cruelest of ways; by earning their trust and stealing their innocence, and
this leaves a pain that no child should ever have to endure. I am proud to
say that New Jersey has strong law enforcement programs directed
toward, dedicated to rooting out Internet predators.

Today we will hear some of the success stories of the New Jersey
Internet Crimes Against Children Task Force, as well as the collaborative
efforts with other ICACs across the country. Our educators have also
made an effort to teach our children about the dangers of the Internet.
Law enforcement and local schools have been teaming up to educate
both children and parents on how to safely use the World Wide Web.
Organizations such as i-Safe and WiredSafety have made it their mission
to educate children about how to use the Internet safely and what
warning signs to look out for.

Specifically, i-Safe has educated over 43,000 students on Internet
safety and implemented 30 parent education programs in New Jersey
alone. I commend these organizations for their programs and sincerely
hope they can continue in the future. I look forward to hearing from our
witnesses today and I hope this hearing serves to further draw attention
to this issue, especially in a State where we have so many good people
working on behalf of our children.

Again, [ want to thank you, Chairman Whitfield, for allowing us to
bring the Congress to New Jersey today. I want to thank our witnesses
for coming to the committee today and I particularly want to thank
Raritan Valley Community College for so graciously hosting this field
hearing today. I appreciate all of the efforts on their behalf and on behalf
of the committee and the subcommittee staff for their work in pulling this
hearing together.

MR. WHITFIELD. Mike, thank you very much and I will say that the
interim president of Raritan Community College was here to greet us this
morning and took us on a tour and we are all ready to move to New
Jersey. But I appreciate your opening statement. At this time, we have
four panels of witnesses today and at this time we will start with our
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second panelist and that is the Honorable Christopher Christie, who is the
U.S. Attorney for the District of New Jersey, U.S. Department of Justice.
So if you wouldn’t mind coming forward, Mr. Christie. I would mention
to you that Oversight and Investigation, when we take testimony, we do
it under oath and under the rules of the House and certainly the rules of
the committee, you are entitled to legal counsel, but since you are a U.S.
attorney, [ assume you don’t need legal counsel. But if you don’t have
any difficulty testifying under oath, would you stand up and I would like
to swear you in.

[Witness sworn. ]

MR. WHITFIELD. Thank you, Mr. Christie. You are now under oath
and you are recognized for your 5-minute opening statement.

STATEMENT OF HON. CHRISTOPHER J. CHRISTIE, UNITED
STATES ATTORNEY, DISTRICT OF NEW JERSEY

MR. CHRISTIE. Mr. Chairman, thank you for coming to New Jersey,
Congressman Ferguson. Thank you for inviting me here today to speak
about this very important topic. Let me say, first, that here in New
Jersey we have enormously fruitful cooperative efforts that are going on
between Federal, State, and local law enforcement. I am sure you will
hear from my law enforcement partners on the State and local level a lot
about that in the testimony that will follow mine. We have great
cooperation, cases being done federally and on the State level, and they
are decided on whether or not to do them federally or State based upon
where we can get the best sentence, where we can get the best possible
result. There are no egos involved, there are no turf battles over this and
I am proud to say that in this State, everyone is cooperating very well
because they see how important the problem is.

One particular investigation, which I think deserves note this
morning, is the one you referred to in your opening remarks, Mr.
Chairman, the RegPay investigation. That remains the first and I think,
most successful international attack on child pornography here from the
Department of Justice. And let me tell you how that began. It literally
began by an assistant United States Attorney, in my office, coming into
my office one day and saying to me I have a new idea about how to go
after this child porn problem. And I think it is important to note how it
began because it is just one dedicated assistant United States Attorney
who had an idea, came to my office, sold me on the idea and we, then,
went about getting Federal law enforcement involved and selling them
on the idea. It was a very resource-intense investigation, as you can
imagine.
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But the premise of the investigation was different than it had ever
been done before. Our idea was to follow the money, using that old
phrase. But follow the money is very, very important. This is a multi-
billion dollar worldwide industry. So the first thing we did was to
approach MasterCard, Visa and American Express. Since almost all this
Internet child pornography is processed through credit cards, we wanted
to have real time access to the transactions that were occurring on these
child pornography websites. After negotiation with MasterCard, Visa,
and American Express, I think, for the first time they gave us that real
time access. From there, we were able to trace it to what were in essence
the money launderers here in the United States, a place called
Connections USA, which operated out of the State of Florida. They were
processing millions of dollars a month in transactions from these child
pornography websites.

Once we were able to establish that they were getting illegal money
from these websites, we approached them, were able to arrest them and
then turn them to cooperate for us, and they, then, turned us to RegPay,
which was their client in Belarus. This is where the child pornography
was being created, this is where it was being put up onto the Internet
websites. And there were principals that operated out of Belarus that
were interacting on a regular basis with these folks in Florida. And as I
said, the folks in Florida were laundering millions of dollars a month for
these people through American banks, American credit card companies,
back over to Belarus.

We were able to execute, with the help of these cooperating
witnesses in the United States, a successful lure, and that is to lure these
folks from Belarus to a place where we would be able to arrest and
successfully extradite them to the United States. The lure occurred in
Paris. We were able to tape record very incriminating conversations with
these people from Belarus in Paris. Once all the incriminating
conversations were taped by the cooperating witness, they were arrested,
put in jail in Paris and extradited to the United States.

We have obtained guilty pleas from all the principals of the RegPay
company in addition to the guilty pleas we got from Connections USA.
Those people are about to be sentenced, Mr. Chairman, and they have
presumptive sentences somewhere between 25 and 30 years. That, given
the recent Supreme Court decision in Booker, the guidelines are no
longer, as you know, mandatory but advisory, but we are confident that
we will get very significant sentences and we will argue for 30-year
sentences for these folks.

This case is significant, in essence, because following the money
gets you to the people who are creating this child pornography,
exploiting these children and putting these images up on the Internet and



we were also able to get those people in between who are profiting from
the money laundering for these folks. So this is something that can be
done; the template is out there now for other U.S. Attorneys’ offices. We
have worked with a lot of them in an attempt to show them how we did
what we did. We are enormously proud of the efforts that started with
that one assistant United States Attorney who had a different idea about
how to go after this problem.

I thank you for the time.

[The prepared statement of Hon. Christopher J. Christie follows:]

PREPARED STATEMENT OF THE HON. CHRISTOPHER J. CHRISTIE, UNITED STATES
ATTORNEY, DISTRICT OF NEW JERSEY, U.S. DEPARTMENT OF JUSTICE

Chairman Whitfield, Ranking Member Stupak, and distinguished members of the
Subcommittee, thank you for inviting me to testify before you today about my office’s
prosecutions of cases involving the sexual exploitation of children on the Internet,
including the RegPay case, in which we prosecuted both producers and consumers of
child pornography.

Introduction

As this Subcommittee is already no doubt aware, the advent of the Internet has led to
a vast proliferation in the availability and prevalence of child pornography in today’s
society. The possession and distribution of child pornography ware once relatively rare
crimes relegated to those who would frequent certain underground adult bookstores or
attempt to order obscure magazines from overseas. The Internet has dramatically
changed that by making child pornography easy to produce and distribute, while also
making it readily available to those inclined to seek out this material from their own
home. Sadly, thousands of individuals who are sexually attracted to children now have
ready access to images and videos depicting the sexual exploitation and molestation of
children. Moreover, unscrupulous and opportunistic individuals both here and especially
abroad have seized the opportunity to market access to child pornography in an industry
that provides huge profits and relatively low overhead costs. It is probably accurate to
say that the number of individuals in this county who have intentionally obtained access
to or traded images of child pornography within the last six-month period outstrips the
number for a similar six-month period from 15 years ago by at least a hundredfold. In
addition, the Internet has also become an avenue for child predators to seek out and
communicate with children in the seeming anonymity of chat rooms.

Needless to say, this sea change has created a tremendous challenge for law
enforcement -- one that requires law enforcement to adapt quickly to a rapidly changing
landscape and to search for innovative ways to identify and apprehend offenders. It has
also put a premium on law enforcement officers with technological and computer
expertise.

Law enforcement efforts to interdict Internet-based child exploitation crimes are
largely dictated by the nature of the offense, which can be loosely grouped into two
categories: child pornography offenses and child exploitation cases. The former type of
investigation is more heavily dependent on technological expertise and forensic
investigation, while the latter is typically dependent on the capacity of an individual agent
to convincingly portray himself or herself as a minor who is susceptible to advances by
on-line predators.

To understand child pornography offenses and the efforts of law enforcement to
effectively investigate them, it is necessary to understand the nature of child pornography
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on the Internet. Much of the proliferation of child pornography can be traced to the
existence of numerous commercial websites that offer access to child pornography for a
monthly fee. During the past ten years, hundreds of websites, many based in Eastern
Europe, have appeared on the Internet. These sites typically require a subscriber to
submit various information including billing information, whether it be via credit card or
some other on-line payment service such as E-Gold. Law enforcement efforts to interdict
these websites and to apprehend both those who operate them and those who subscribe to
these sites has proven a formidable task, but there have been notable successes. Foremost
among these successes has been the RegPay investigation which represented the
collaboration of a number of federal agencies, including the Federal Bureau of
Investigation (FBI), the Department of Homeland Security’s Immigration and Customs
Enforcement (ICE), the Internal Revenue Service Criminal Investigations, and the Postal
Inspection Service, in conjunction with the United States Attorney’s Office for the
District of New Jersey and the Child Exploitation and Obscenity Section in the
Department’s Criminal Division (CEOS). It is also illustrative of how the federal
government can successfully target the commercial child pornography industry at both
the level of the producer and the consumer.

The RegPay Case

The RegPay investigation, which began in early 2003, represented the first large-
scale effort to target the operators of commercial websites offering access to child
pornography over the Internet and to track the financial trail created by those who profit
from this industry. In the early part of that year, federal agents made undercover
purchases of monthly subscriptions to numerous child pornography websites in an effort
to track down the producers of the material and the operators of the sites. The
investigation revealed that a company based in Belarus, which called itself RegPay,
operated several commercial child pornography websites and processed credit card fees
for more than 50 other similar sites. The investigation also determined that credit card
payments for access to these sites were being processed through a company based in Ft.
Lauderdale, Florida known as Connections, USA. Agents also executed search warrants
on computer servers based in Texas and Virginia that RegPay had leased, and recovered
extensive databases documenting credit card transactions involving approximately 90,000
customers worldwide. Armed with this informatio,n the investigation pursued two paths,
aimed at, on the one hand, the operators of RegPay and those who processed their
transactions, and, on the other hand, the consumers who purchased access to the site.

To pursue the operators of RegPay, agents first executed a search warrant at
Connections, USA in Ft. Lauderdale. Upon executing the search warrant, agents learned
of an ongoing financial dispute between Connections, USA and the operators of RegPay
relating to an outstanding debt of more than one million dollars supposedly owed to
RegPay. Agents were able to assume the role of Connections, USA to broker a meeting
in Paris between the operators of RegPay and Connections, USA, ostensibly to resolve
the ongoing dispute and to set the groundwork for future financial cooperation between
the companies. This ruse led to the arrest of two Belarussians in Paris while a third
individual was apprehended while vacationing in Spain at the same time. All three were
extradited to New Jersey to face charges relating to the production and distribution of
child pornography. All three pled guilty on the eve of trial in February of 2005 before the
Honorable Dennis M. Cavanaugh of the United States District Court of New Jersey. The
two principals of RegPay, Yahor Zalatarou and Aliaksandr Boika, are expected to be
sentenced later this month. They face presumptive sentences in the range of 25 to 30
years. In total, 9 individuals pled guilty in the District of New Jersey for their
involvement in operating or supporting RegPay’s business operations, including three
individuals from Connections, USA as well as three California-based individuals
involved in the laundering of RegPay’s proceeds. One of these latter individuals,
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Yaroslav Grebenschikov, admitted that in late June 2003, he assisted individuals
associated with Regpay in the formation of LB Systems - a company created to assist
Regpay and others in Belarus to process credit card sales for previously approved
transactions involving child pornography - as well as the opening of a bank account, both
of which he used to transfer more than $200,000 in funds associated with RegPay to
banks in Latvia.

Simultaneously, in what was dubbed Operation Falcon, agents pursued the
consumers of child pornography by following the transaction history of those who had
gained access to the RegPay-supported child pornography websites. By comparing the
transaction data obtained via the search warrants conducted on the servers in Texas and
Virginia with credit card records, agents were able to seek search warrants for numerous
individuals throughout the United States. Leads were also distributed worldwide to
pursue those who knowingly received and possessed child pornography. Through
February of 2006, the RegPay investigation had resulted in 341 federal, state and local
arrests in the United States and approximately 703 additional international arrests. In the
District of New Jersey alone, more than 50 individuals were charged federally with
possession of child pornography. The New Jersey defendants included teachers, a
pediatrician, a psychologist, a retired minister and, perhaps least surprisingly, several
individuals who had been convicted of sex offenses against minors, including a former
school principal.

Recidivist Offenders

This latter category illustrates the importance of pursuing the consumers of child
pornography because, among other reasons, the link between those who seek out child
pornography and those who molest children is substantial and disturbing. Of the
approximately 52 New Jersey targets charged federally in New Jersey, 5 had prior
convictions for sexual offenses against minors. In addition, 3 other defendants, when
confronted by ICE agents conducting searches on their computers, admitted to molesting
a total of at least 14 children, while two defendants, including one of the convicted sex
offenders, admitted to attempting to meet minors in on-line chat rooms. What cannot be
known is how many others of those who were arrested had molested in the past but chose
not to reveal this to authorities. While it is uncertain what percentage of those who gain
access to child pornography act out upon their impulses, it is clear that a significant
percentage do and common sense dictates that the exposure to child pornography
encourages this behavior. For example, a study completed in 2000 by the Director of the
Sex Offender Treatment Program at the Butner Federal Correctional Complex in North
Carolina revealed that of 54 inmates convicted of child pornography offenses, 79.6% of
them admitted that they had also molested significant numbers of children.

Harm to Exploited Children

Furthermore, the proliferation of child pornography websites and the great profits
reaped by their operators fuels a market for the production of new and often hard-core
child pornography. In short, the market in child pornography directly leads to the
exploitation and molestation of children from all over the globe, often for the purpose of
commercial gain. Many of the victims are from Eastern Europe where a substantial
percentage of child pornography is produced. Images and videos of American children
are encountered with great frequency, however, because once a photograph of child
pornography makes its way on to the Internet - something that can be accomplished with
ease in the era of digital photography - control of that image is essentially lost, and
commercial websites may include such images in the collections they offer on their sites.
Sadly, the victimization of children forced to become the subjects of child pornography
thus continues as the image travels throughout the Internet. As Attorney General
Gonzales noted recently, “[child pornography] is not a victimless crime. Most images
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today of child pornography depict actual sexual abuse of children. Each image literally
documents a crime scene.”

The Evolving Landscape and Law Enforcement’s Challenge

As with most sophisticated criminal enterprises, the purveyors of child pornography
adapt to law enforcement techniques, thus forcing investigators to adjust to an ever-
changing landscape. The commercial child pornography industry has evolved even since
the RegPay investigation. For instance, child pornography websites are not as easily
located on the Internet by the uninitiated as was the case three to four years ago. While
this may reduce the number of individuals subscribing to these sites, it also makes them
harder for law enforcement to locate and identify. Moreover, the operators of these sites
are increasingly sophisticated in hiding their own identities and whereabouts. They
accomplish this both technologically - by making their operations more difficult to trace
through the use of such software as anonymizers - and by insulating themselves through
the use of sham Internet-based companies and other third parties through which they
funnel their profits from the child pornography websites. Moreover, they lease server
space typically through the use of stolen identities, and the companies that lease the space
to them frequently do not realize the true content of the website they are helping to host.
Perhaps the greatest challenge to bringing these individuals to justice, however, stems
from the concentration of such operations in Eastern Europe, typically in the break-away
Soviet republics such as Belarus. Most of these countries do not have extradition policies
with the United States, and the knowledge of the fate of the RegPay defendants makes the
likelihood that operators of similar sites will venture outside the relative safety provided
by the borders of their home country remote at best. Widespread corruption amongst
Government officials in some of these countries significantly reduces the chances that
they will face meaningful prosecution in their homeland.

These obstacles mean that curbing demand for child pornography will be
increasingly important in combating the proliferation of this material. Techniques
including electronic surveillance and the execution of search warrants on servers both
domestically and abroad provide a deterrence effect for those who might seek child
pornography through online commercial websites. Law enforcement needs to send a
clear message that individuals who subscribe to these websites and contribute to the
molestation of children across the globe run a substantial risk of facing significant jail
time any time they hit the “JOIN NOW” button for one of these sites. As I speak here
today, even though child pornography websites are harder to locate than before, there are
still thousands of Americans who attempt to subscribe to child pornography websites
every month. Law enforcement can and will play a significant role in bringing such
individuals to justice.

Alternative Distribution Methods

While I have spoken so far primarily about the role of commercial websites in the
proliferation of child pornography, it is important to realize that a great deal of child
pornography gets distributed on the Internet through individuals who trade such material
with one another. Additionally, peer-to-peer software such as Kazaa and Limewire may
be abused by those with a mutual interest in child pornography to share their respective
collections with one another if they belong to the same network of computers. Child
pornography may also be distributed through attachments to e-mail. Individuals with an
interest in child pornography may frequent certain chat rooms from which they will
exchange collections. In addition, certain individuals may establish on their home
computer what is known as an F-Serve on which they establish a collection of child
pornography that can only be accessed by those who upload images of child pornography
to the F-Serve first - thereby preventing law enforcement from gaining access while
expanding the F-Serve operator’s own collection.
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All of these methods for distributing child pornography cause many of the same
harms as posed by commercial child pornography websites, namely, the continued
victimization of the children depicted and the encouragement of those with pedophilic
impulses to act upon them. Law enforcement can identify many of the individuals
involved in these forms of distribution through a variety of techniques. For instance,
certain programs can be run which search computers that are connected through the same
network for a particular image as defined by its hash value. This enables law
enforcement to identify individuals who have particular images of child pornography on
their computers and may establish sufficient probable cause for search warrants. In
addition, forensic examination of an individual’s computer that has been seized may
reveal e-mail communications with other individuals who have sent and received child
pornography from the seized computer. In this regard, traditional cooperation from a
defendant who has distributed child pornography through these means may lead to the
identification and arrest of numerous others.

Interstate Traveler Cases

In addition to investigations involving child pornography, the FBI plays a vital role
in preventing and even interdicting child exploitation crimes so long as there is some
interstate nexus to provide federal jurisdiction. The best known example of this type of
investigation is the so-called enticement or “traveler case,” which has been recently well
documented on a series of “Dateline NBC” episodes. Across the country, too many of
our children have been lured by child abusers through contacts in chat rooms that are
allegedly closed to adults. Some of these interstate travelers also take pictures of the
minors they molest and sometimes abduct, and then post the child pornography online.
This type of investigation requires an undercover agent to enter an Internet chat room
where older men are likely to be interacting with minors. The undercover agent will
engage in a series of chats to determine if the other individual is an adult seeking sexual
contact with the undercover whom he believes to be a young teenager. As the chats
progress, the older male may decide to travel to the location of the minor in the hopes of
renting a nearby motel room or making similar arrangements. If the older male travels
across state lines to meet the minor, the case may be taken federally. While many
“traveler cases” may be prosecuted at the state level, federal traveler cases are not
uncommon. For instance, the District of New Jersey is currently prosecuting a case
where a doctor from a prominent Philadelphia hospital traveled to Hackensack, New
Jersey expecting to meet a 14-year old girl with whom he intended to have sexual
relations. Such “traveler cases” often involve actual minors whom the traveler intends to
sexually abuse. For example, the District of New Jersey recently secured a conviction of
a Florida man who traveled to New Jersey to have sex with a 13-year old girl. ICE
agents, who did not initially know the identity of the intended victim, trailed the
defendant and observed him following a school bus in an effort to find the girl whom he
had met over the Internet. The agents were able to interdict this crime before the
defendant, who was in possession of a stun gun and alcohol, contacted the victim. It is
likely that such crimes, however, are greatly under reported by the young and confused
victims.

Sex Tourism Cases

Another, albeit less common type of child exploitation case that may involve the
Internet arises out of sex tourism investigations wherein the defendants are individuals
who travel overseas to have sex with minors, or who organize such trips. These trips
frequently involve travel to southeast Asia. Sex tour operators catering to pedophiles
tend to be discreet and are difficult to infiltrate because they are usually extremely wary
of law enforcement. If successful, however, these cases may not only lead to the
apprehension of the tour operator, but his prior clients as well. Because of the
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international nexus of these violations, ICE often acts as the primary federal law
enforcement agency responsible for conducting such investigations. ICE has conducted
many successful child sex tourism investigations and works closely with CEOS, the U.S.
Attorney's Offices, as well as federal, state and local law enforcement agencies.

The District of New Jersey is currently prosecuting one such case where the
defendant operated a website advertising sex tourism. The website did not specifically
advertise that its tours were catered toward minors, but it included pictures of girls in
various states of undress, some of whom clearly appeared to be underage. The
investigation involved undercover Internet chats followed by meets wherein undercover
agents posed as customers seeking to have sex with underage girls upon arrival in the
Philippines. The defendant initially indicated that he would not talk about minors until
the group arrived in the Philippines, but he gradually opened up to the point where he
admitted to having sex with minors himself.

Project Safe Childhood

All of the investigations that I have described so far will be bolstered by the
Department of Justice’s recently launched Project Safe Childhood initiative designed to
coordinate the efforts of federal agencies and U.S. Attorneys’ Offices with state and local
law enforcement.  This initiative is designed to help coordinate national child
pornography investigations, train additional federal, state and local law enforcement in
pursuing computer-based investigations and raise community awareness of the dangers of
the Internet for children. The initiative is also designed to increase federal involvement
in many of these investigations, especially where state laws provide little deterrence for
offenders. This latter point is clearly evident in New Jersey where possession of child
pornography regularly results in sentences of 2 to 3 years if prosecuted federally but
carries with it a presumption of a probationary sentence under state law.

I am proud that the District of New Jersey has been a leader in pursuing child
exploitation offenses on a national level, as evidenced by the RegPay case, which
represents one of the most successful child pornography investigations in the nation’s
history. Most importantly, Project Safe Childhood will ensure that every state and every
district has properly trained law enforcement officials who can vigorously pursue
predators and similar offenders, when supplied with appropriate leads, and that these
investigations will realize even greater success in the future.

I should also note that the District of New Jersey’s experience in pursuing RegPay
and other similar investigations demonstrates that the number of child pornography and
other child exploitation offenders is quite simply staggering, and that it behooves law
enforcement offices - whether they be the prosecuting authority or the investigative
agency - to devote greater resources and personnel to these investigations. The RegPay
investigation demonstrates that a few well-trained and dedicated law enforcement
officials can make a major impact and provide prosecutors and agents in their own and
other districts with large numbers of dangerous offenders to pursue and bring to justice.
Unfortunately, sometimes our own American youth are the victims of traffickers in this
country who lure youth from their communities and sell them for prostitution in other
jurisdictions, offering them for sex at truck stops, conventions, and on the streets of our
cities.

Human Trafficking

I would be remiss if I did not mention that the impact of federal law enforcement’s
efforts to protect children is not limited to investigations focused on the Internet. One
type of crime that frequently entails the exploitation of minors are those involving human
trafficking, whether they involve forced labor or sex trafficking. Many of the victims of
this type of deplorable crime are minors, and they are often sexually exploited on a
commercial basis. Human trafficking is a crime that has been with us for many years, but
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continued largely unnoticed until the passage of the Trafficking Victims Protection Act of
2000, authored by a strong, committed group of legislators including Representative
Christopher Smith, from my home state of New Jersey. That legislation recognized that
many individuals, typically young female immigrants, were being smuggled into the
United States and forced to work in demeaning conditions or in prostitution. Since the
passage of that legislation, numerous trafficking cases have been brought throughout the
United States, and the District of New Jersey has once again been one of the leaders in
pursuing these types of cases.

In 2002, for example, this Office brought the case of United States. v. Jimenez-
Calderon which led to the convictions of two women for their role in forcing several
juvenile Mexican girls to work as prostitutes in Plainfield, New Jersey. The defendants
received sentences of approximately 17% years each. In 2005, this office indicted the
case of United States. v. Luisa Medrano, et al., which involved the smuggling into the
United States of young Honduran females, some as young as fourteen, after they had
been promised legitimate waitressing jobs to lure them into the country. Upon arrival in
Union City, New Jersey, these girls were forced to work six or seven days per week at
bars catering to male immigrants where they were pressured to perform sexually
provocative dances for the customers and ply them with alcohol. The victims were also
required to live at specific residences and had their movement greatly restricted until their
smuggling debts were paid off in full. Many of these juveniles were sexually exploited
during the smuggling process that brought them to New Jersey.

Even more recently, the District of New Jersey has brought various charges against a
number of defendants for their involvement in prostitution activities in Hudson County
and elsewhere. These defendants are primarily members of the Notario family from San
Miguel Tenancingo, the trafficking capital of Mexico. The investigation has identified
numerous trafficking victims who were put to work as prostitutes in various brothels
along the East Coast after having been smuggled in from Mexico. Among these
identified victims are at least three juveniles. Thus, the pursuit of human trafficking
cases often represent yet another means by which law enforcement identifies and
dramatically assists sexually exploited minors.

Conclusion

In conclusion, the dangers of the Internet in the proliferation of child exploitation
crimes cannot be underestimated. The Attorney General has recognized that “we are in
the midst of an epidemic in the production and trafficking of movies and images
depicting the sexual abuse of children,” and the need for law enforcement to respond
rapidly and forcefully cannot be more clear. With proper coordination and the
cooperation of federal, state and local authorities, the Internet can be made far safer for
the children of this country. Law enforcement must create an environment in which
sexual predators fear the Internet as a dangerous place that may likely land them in prison
for a significant period of time. The RegPay investigation - especially with the advent of
Project Safe Childhood - provides a model for law enforcement agencies throughout the
country to pursue child exploitation cases with the knowledge that the offenders who are
identified will be vigorously investigated and prosecuted.

Mr. Chairman, I again thank you and the Subcommittee for the opportunity to speak
to you today, and I would be pleased to answer any questions the Subcommittee might
have.

MR. WHITFIELD. Well, Mr. Christie, thank you very much and we
certainly appreciate the great work you are doing here and I know there
has been national attention on the prosecution in the RegPay case and I
mentioned this in my opening statement, that those of us on the
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committee have really been shocked about exactly how widespread this
problem of child pornography is and then those people whose sole goal is
to meet young people and meet them physically and molest them in some
way. I know we had this case in Texas where a couple, a married couple,
had a 5-year-old child and they had 7,000 subscribers, 70,000 subscribers
that were paying $30 a month and they would molest their child sexually
on demand and their income was around $2 million a month and through
law enforcement and the techniques that you are using, that couple was
arrested, prosecuted and both of them are now in prison serving between
40 and 50 years in a penitentiary.

But once again, I do want to commend you on the RegPay case and |
would like you to elaborate, if you wouldn’t mind, just a little bit about,
in some cases and some jurisdictions, there is a lack of cooperation
between Federal and State and local officials: Do you feel comfortable
that on this issue that you are getting cooperation at all levels?

MR. CHRISTIE. As I said, Mr. Chairman, in my remarks, I think in
this jurisdiction I can speak to this one with the most knowledge. There
is a great deal of cooperation. I think part of that is led by the fact that
there is so much of this crime going on, that there is so much to go
around, that people aren’t arguing over who gets what case. It is more
trying to figure out how do we cover everything we need to cover. The
breadth of the problem is extraordinary. As I said, it is a multibillion
dollar industry and it branches off in a number of different directions.

You have the exploitation of the children, as you mentioned, who are
in the images. And in our office, we have had cases with children as
young as 6 months old who are being exploited sexually on these images,
which I will tell you, I was not in law enforcement before I became the
United States Attorney, and when [ saw these images of children as
young as 6 months old being exploited, it is the most sickening thing I
have seen in this job, so I think the cooperation is driven by the depravity
of the crime and also by, unfortunately, the volume of it. We all need to
work together and there is plenty for all of us to do.

MR. WHITFIELD. Right. Now, what about Attorney General
Gonzalez’s Project Safe Childhood initiative? What is your view on that
and are you pleased with that?

MR. CHRISTIE. I think it is a very important initiative, but one in
New Jersey that, quite frankly, we were ahead of. When you look at
what Project Safe Childhood is asking U.S. Attorneys offices to do, is
ordering the U.S. Attorneys offices to do, we have already done that 4
years ago. When I became U.S. Attorney, we set up a separate stand-
alone unit on that which was called our Public Protection Unit that deals
almost exclusively with crimes against children. We have seven
assistant United States Attorneys who are working almost exclusively on
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that, also with violence against women and human trafficking, so the
initiatives that the Attorney General is calling for in terms of the focus
there, is something that we have been doing for the last 4 years. In fact,
the chief of my Public Protection Unit is here with me today, Mark
McCarren, and Mark has been working on these problems with me now
for nearly the last 4 years, so I think the focus is very important.

In addition, I think it helps to focus the other investigative agencies,
both inside DOJ and outside the Department on making sure they make
these investigations a priority, so I mentioned in my remarks they are
very resource intensive. You will have hundreds and hundreds of targets
that you need to go after across the country and sometimes around the
world, so you need the cooperation of the FBI, you need the cooperation
of Immigration and Customs Enforcement out of Homeland Security to
make sure that they put the resources on it. So I think the Attorney
General putting a focus on it will help to make sure those other resources
come, as well.

MR. WHITFIELD. What was the length of time from the beginning of
the RegPay case until you did get a conviction?

MR. CHRISTIE. It was about 2 years.

MR. WHITFIELD. Two years?

MR. CHRISTIE. About 2 years.

MR. WHITFIELD. You know, we also had, in one of our hearings,
there was a young girl from Russia who was adopted by a gentleman
here in Pennsylvania. She was 6 years old, and it came through a child
adoption agency in New Jersey and this child was placed with this man
who was not married and for a period of 6 years he sexually molested
her, kept her chained in the basement for periods of time, taking obscene
pictures, and putting it all over the Internet, which he was paid for that,
as well. And through some very innovative work by law enforcement, he
was also arrested and is serving a prison term now. We are going to have
a hearing about some of these child adoption agencies, in which this
agency received a fee of $25,000 and did not do any due diligence in
placing this child. It also appears, we are going to be looking into that
aspect, which is a little bit different than we normally think, in these
cases.

At this time, I would like to recognize Mr. Ferguson for any
questions he may have.

MR. CHRISTIE. Mr. Chairman, I need to say just one thing before
Mr. Ferguson, on that point; there are many branches of this problem and
you have just raised one of them and human trafficking is also a part of
this problem. You can identify these people as people who exploit
children sexually from a child pornography perspective, but also, a lot of
these organizations are involved, especially in Eastern Europe and in
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Central America, in highly coordinated trafficking of individuals into the
United States for children for this very purpose. And so I would urge the
committee, as they go forward, to not lose sight of that aspect of this, as
well, because the profits being made there are not as significant as in the
pure child pornography industry, but they are significant and it is a
growing problem here, especially in a State like New Jersey, where you
have a real melting pot and so people can come from very different parts
of the world and fit in here seamlessly and not be noticed.

MR. FERGUSON. Thanks, Mr. Chairman. Thank you again for being
here with us today, Mr. Christie. We have had a number of these
hearings. We have heard from lots of different folks, including victims.
You talked about the volume as being a challenge, an issue that you have
to deal with. One of the victims that we heard from in one of our first
hearings who actually turned this into a business for himself when he
was, himself, a minor; ended up making a lot of money.

He finally decided to turn over all of his information to legal
authorities and he testified that he was--this is another part of the
country--was very, very dissatisfied, disappointed with the pace of the
law enforcement investigation. To his knowledge, this is some months
or a couple of years, I think, after he had turned all this information over
to the Department of Justice, that they hadn’t, as far as we know, hadn’t
brought a prosecution or hadn’t had a conviction of, I don’t know, some
1,500, I think, IP addresses and credit card information and there clearly
are a lot of challenges for law enforcement, for folks like yourself, to try
and get to the root of this problem and to prosecute and hold accountable
those who need to be held accountable.

We are trying to address that from a legislation point of view, if that
is necessary. What insights can you share with us? What challenges,
what problems do you see, from a Federal law enforcement perspective?
What challenges do you have in terms of trying to go after these folks?
You have obviously had success, so you have overcome some
challenges, but what other, what insights can you share with us? What
can we be doing from our end to help work with law enforcement,
particularly Federal law enforcement?

MR. CHRISTIE. Well, we have had--I1 don’t want to lead anybody
astray. We have had our frustrations, too, and they surround, essentially,
resource-type of frustrations where you really need to get people
focused. This work is difficult work and quite frankly, Congressman, it
is distasteful work. When you have assistant United States Attorneys
and agents who are working day after day amidst these images, at times
it can be inspirational because you want to try to save these children, but
it can be very emotionally taxing and so part of what we have done is try
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to rotate the people that we have doing this work to try to ease the burden
from them because it is an extraordinary burden.

If you sit and leaf through, as I have, notebooks of these images, it is
extraordinarily disturbing. And as a parent, you can’t but have your
mind wander to how horrible the reality is for these children. I think in
terms of what can be done, I think the Attorney General’s step is a good
one. I think we need to just make sure that law enforcement understands
that this is a priority, that this is important work that we need to do, and
that is about providing leadership and that is why I think the Attorney
General’s initiative in Project Safe Childhood is so important.

We saw, in the first term of the Bush Administration, the focus on
Project Safe Neighborhood and on violent crime and we had enormous
results from that initiative. I think we can have similar type of results in
this initiative just by the Attorney General telling every U.S. Attorney
this now must be a priority in your office. In some offices, like mine, it
already has been, but in others it hasn’t and so in those offices they now
know, from the number one guy in our department, that this is a priority
and I think anything that Congress can do to encourage and supplement
that leadership is going to be very important because they need to know
from the Congress that they think this is important, as well.

MR. FERGUSON. You talked about, sort of, this fatigue that can set in
when dealing with a topic which is so distasteful and so horrible. I spent
a day over at the National Center for Missing and Exploited Children,
meeting with the folks there who are doing this every day. They do lots
of things there; as you know, they train law enforcement from all around
the country, they bring them in for free and train folks, which is an
incredible service, but they also have this Federal kind of a task force
with all different folks from FBI and DOJ and all different folks trying to
work together and one of the things they do is monitor all of this material
and try and get their hands on this material and figure where it came
from, who created it and whatnot. And it has got to be a tremendous
strain and a mental and psychological strain for just a human being; these
are just people that are doing this investigative work. So that sort of
having to rotate folks through opportunities like that has got to be very
difficult because, | mean, just thinking about it from our perspective and
listening to testimony, it is horrible.

MR. CHRISTIE. Yes.

MR. FERGUSON. And for folks who are doing this every day, it must
be really, really difficult.

MR. CHRISTIE. It is, and I think one of the things that have escalated
that, too, through the Internet in particular, is not only the availability of
it in everybody’s home now, but the fact that there are really two ways to
pay for this material that are being used now. It is not only just paying
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through credit card, but you can pay by uploading your own images. So
you can pay in kind, essentially, so that if you are willing to upload 30,
60, 90, 120, they usually do it in lots of 30, original images of child
pornography, that can help to pay for your membership to these type of
sites, instead of paying cash.

We have had cases where you have people who are exploiting their
own children in order to have access to this information, in order to make
a profit. You have people out there, we have had cases of people
adopting children, as you mentioned, and not just foreign adoptions, but
domestic adoptions, where they then trade their children with other
pedophiles and allow them to abuse their children in return for abusing
someone else’s children.

The breadth of these crimes and what I am really trying to get across
is, the focus on the Internet is important because of its availability and its
ability to exploit our children in our own living rooms. But we need to
make sure that we follow all the branches of what runs off of this vein
and it is an enormous problem and one that we are spending a lot of time,
you know, seven--I have 130 AUSAs in my office, seven of them are
working just exclusively on this type of work, so that is a large
commitment of resources, from a percentage perspective, on crimes
against children and we include human trafficking in that, as well, since
most of the people trafficked are children, so it is a fatigue area and so |
try to move my people out of there, except for Mark, who is,
unfortunately, stuck there because he does it so well. But he has shown
real leadership in that area and he has gotten a lot of new young people
in there now that we have just put in that are really bringing an enormous
energy to the task.

MR. FERGUSON. I happen to know Mark. He and I went to high
school together many moons ago and you are fortunate, as you know, to
have such a talented person leading the charge on that.

MR. CHRISTIE. Absolutely.

MR. FERGUSON. Mr. Chairman, I have one more topic I would like
to cover with the U.S. Attorney.

MR. WHITFIELD. Sure.

MR. FERGUSON. You talked about following the money. You talked
about how this is paid for, largely through credit card companies and
using that technology. How can we work with, in your opinion, with
your experience, how can we work with the credit card companies to
make them a full partner in this effort? It just seems to me, and this is
another thing that has become obvious to us in other hearings, is that
without the money, a lot of this problem, not all of it, but a lot of this
problem is driven by money and by the ability for people to make money
and the commerce of the issue is really, I think, perhaps at the heart of
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this, other than just a sickness. How did you work with the credit card
companies in the RegPay case and how might that be a model and what
things have we learned from that? Or what things do we need to do to
help them to be a more active partner with us in this effort, as well?
Because I have got to believe they have got to be a huge part of it.

MR. CHRISTIE. Well, they are an enormous part of it and this former
AUSA identified that very early on and was his first foray into trying to
set this up was meeting with the credit card companies. And I will be
candid that initially we met with some resistance from them in terms of
them giving us real time access to the transactions coming off these sites,
but eventually, we were able to persuade them that this was in their
interest.

And I think that anything that Congress can do to encourage both
transparency on this topic from the credit card companies and real time
access for law enforcement to these records, because listen, we know that
if they are processing transactions from a child pornography website, that
is illegal. So you have already met the threshold. This is not a free
speech question. It is not a privacy question. These are people who we
know are engaged in illegal conduct and they are using those credit cards
to engage in that illegal conduct.

So I think to the extent that Congress can continue to prod the credit
card companies to have transparency on this issue and give real time
access, because the hundreds of thousands of transactions that are done,
just in New Jersey every day on these websites, it is staggering. When
you go across the country, you are talking about millions. So for law
enforcement to follow those transactions, both to the people who are
purchasing and then back to the people who are benefiting from this
money, we need to get on top of it right away. People change credit
cards, drop credit cards the same way that drug dealers change and drop
cell phones, so we need to be on top of that and get that in a real time
way because the money launderers here in the United States are also
profiting from this, these middlemen companies who don’t have any
direct--they are not owned by the credit card companies, but they work
as affiliates who are processing this money.

They are the key, after the credit card companies. Once you get to
them, they know who they are making these deals with around the world
and how much they are getting paid to process this money and get it to
foreign banks where we would have a more difficult time seizing the
assets. So I think the credit card companies are the gateway into this
industry and so to the extent they can continue to be held accountable for
transparency and giving us real time access, the Congress would be
making an enormous contribution in that regard for law enforcement, to
make our job easier and make us more effective.
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And I will tell you, these guys in the RegPay case were stunned that
we were able to catch them, we found in debriefings afterwards, because
no one had ever followed the money before. The traditional way law
enforcement had done this was to just go after the purchasers. It is the
easier way to go. And a lot of time it is important, because in this case,
we had purchasers who were pediatricians, purchasers who were school
bus drivers, purchasers who were athletic coaches for children.

You need to go after those people to get them out of circulation
because the statistic, Congressman, you mentioned, about how apt these
people are to be able to then act out on the abuse is they own this
material. So both sides are important, but there had been an emphasis in
law enforcement previously just on the purchaser side and not on the side
of the people who are profiting from this monetarily.

MR. FERGUSON. Actually, [ have another question. Do you mind?

MR. WHITFIELD. No, go ahead.

MR. FERGUSON. I have one more question. When it comes to ISPs,
we have also been in conversations and heard testimony from ISPs, these
Internet Service Providers who--there is no real industry standard right
now for the length of time that they keep information and we have heard
from law enforcement, the Department of Justice, and others who would
like there to be a standard where ISPs would keep information about
traffic and personal information from folks for up to 2 years. ISPs and
other privacy organizations, frankly, have raised concerns with that. Do
you have any particular personal or professional recommendation on
where we--I mean, ideally we will come to some consensus on this and
bring everybody together, but in the case that we may end up having to
legislate this at some point, do you have any insights for us on how that
might affect your ability to go after the bad guys?

MR. CHRISTIE. Well, without talking specifically about legislation, it
seems to me that from a law enforcement perspective, having that
historical information is the only way that we are going to be able to
follow these people unless you are in a situation where you are real time
following it in the midst of an investigation. If you want to try to do one
of these things historically, which is most of the time the way it is going
to be done, the RegPay case is an anomaly. Most of the time you are
going to wind up kind of backing into one of these investigations and so
having that historical information available to us is important, and I
understand the privacy concerns of gathering and holding onto--for the
ISPs, holding onto this personal information.

But again, it seems to me that law enforcement, in this instance, is
only going after folks and only requesting information on folks who are
on child pornography websites. Per se, that is illegal. I mean, we are not
talking about people who are going on adult pornography websites,



22

which you may or may not necessarily be illegal. We are not talking
about obscenity in the adult obscenity sense, which some people may
argue have some First Amendment protection. We are talking about
children who are being exploited sexually for profit on the Internet.
There can’t be any argument from anyone that there is a privacy
protection, in my view, here. What is the privacy protection of people
profiting illegally from exploiting children, both in the United States and
around the world.

And so I have less sympathy for the privacy position in this
particular context, because the underlying conduct is, per se, illegal. And
once you have established that, it seems to me that if we establish
probable cause to get the information and have a judge who is willing, a
Federal judge, lifetime tenure, who is willing to sign off on a search
warrant for us to be able to get those materials, it seems to me that the
privacy issue is much less important and so I would be hopeful that
Congress can help in forging a consensus among all the parties on this,
but if not, I think it is a very important tool if we are really serious about
going after these folks because I will tell you, they believe--when they sit
in their living rooms--we have spoken to people who are purchasers of
this material. When they sit in their living rooms, they believe they are
anonymous. They believe no one knows who they are and they don’t
grasp the fact yet that law enforcement can come and get them for doing
this and that they are part of the problem. And I think we need to send
very strong messages about that and that is why, in our office, we have
been as aggressive as we have been, not only on the RegPay supplier
side, but on the purchaser side, as well. And it is important that if
Congress sends that type of message, I think the Federal judges will hear
it, too, and will make sure that in this era where they now have a lot more
discretion, will give out stiff sentences to these folks, because these are
serious crimes.

MR. WHITFIELD. [ think Congressman Ferguson did hit on an
important part and that is relating to data retention and we have had a
number of meetings with the Internet service providers and maybe not
surprisingly, they haven’t talked a lot about privacy with us; they talk
about cost with us. But we have told them that we think it is essential
that they start retaining this data and I think the Chairman of our full
committee and with Mr. Ferguson’s help and others, are probably going
to come forward with legislation to deal with this in a broader sense, as
well. I am also glad you mentioned the credit card things because, as I
mentioned in my opening statement, this is our fifth hearing on this
subject matter and we are going to have another one and we are bringing
in the credit card companies to see what we can do with them to assist in
a more effective way, also.
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MR. CHRISTIE. I will say it is really important, Mr. Chairman, and |
have to give MasterCard, Visa, and American Express credit on the
RegPay case. After negotiations with them, that were good faith
negotiations, they came forward and gave us the access and the
information we needed to make that case, so it is available and they can
do it if they want to do it, and in the RegPay case, they did it and they
were enormous partners in bringing that case to a conclusion.

MR. WHITFIELD. And I know Congressman Ferguson had also
mentioned this young man who first got involved in this because an older
gentleman convinced him that if he would take off his shirt with a
webcam showing and everything, that he would send him a check for
$50, so that was his first step down the road to being sexually exploited
in person--by taking off his shirt and getting a check for $50. But thank
you very much for your testimony and great leadership you are providing
here in this area and we look forward to working with you as we
continue down the road to take steps to reduce the exploitation of
children on the Internet.

MR. CHRISTIE. Thank you. Thank you for inviting me, thank you
for being here. 1 thank you for your focus on this problem. It is an
enormous problem that really, quite frankly, when I go around our State,
frightens more parents than almost anything because they really feel as if
they have lost a sense of control over their children and so your
committee’s focus, subcommittee’s focus on this is really important and I
think gratifying.

MR. WHITFIELD. And so many parents are way behind their children
about the way the Internet operates, too, which makes it more difficult.

MR. CHRISTIE. I count myself among them, absolutely. Thank you.
Thank you, Congressman.

MR. WHITFIELD. At this time, I would like to call our second
witness, and that is Congressman Michael Fitzpatrick, who represents the
Eight Congressional District in Pennsylvania. Congressman Fitzpatrick,
it is great to see you here today. As I mentioned, before you came in,
Congressman Fitzpatrick, you have introduced a bill, H.R. 5319, entitled
“The Deleting Online Predators Act,” and I know you have been at the
forefront on trying to deal with this issue, so we are quite excited about
your being here today to testify. As you probably know, in Oversight
and Investigations, we do like to take testimony under oath and I am
assuming you have no difficulty in testifying under oath.

MR. FITZPATRICK. Sure.

MR. WHITFIELD. So if you would stand up and let me just swear you
in, raise your right hand.

[Witness sworn. |
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MR. WHITFIELD. Thank you very much and you are recognized now
for 5 minutes, Congressman Fitzpatrick.

STATEMENT OF HON. MICHAEL FITZPATRICK, MEMBER,
U.S. HOUSE OF REPRESENTATIVES

MR. FITZPATRICK. Mr. Chairman, Congressman Ferguson, thank
you for permitting me to participate in your Oversight hearing this
morning, allowing me to give testimony on what | feel is a new and
emerging problem confronting our Nation’s children and their safety
while using the Internet. Mr. Christie correctly testified, indicated that
this is a, virtually a multibillion dollar industry where the sole product is
the exploitation of our Nation’s children. And Chairman, you talked
about the particular case, international adoption of a young girl, I believe
she was from Russia, passed through an adoption agency here in New
Jersey and ended up ultimately adopted by a single male in the western
part of my State, I think it was Pittsburgh or Plum, Pennsylvania. His
name is Mancuso.

And I remember her story, her name is Masha, and while she has
been placed now with a real family, her innocent images, which were
essentially stolen from her, continue widely available on the World Wide
Web, and while Mr. Mancuso is in jail, there is legislation that has been
introduced in the Senate, hopefully it will be introduced into the House
soon that will give Masha private right of action against those Internet
service providers and the providers of Internet e-mails who continue to
profit from her innocence in her images, as I said, both were stolen from
her, so I look forward to the introduction of that legislation, as well.

I want to thank the Subcommittee on Oversight and Investigations,
Chairman Whitfield and Congressman Ferguson, for holding this, the
committee’s--1 think you said it is the fifth hearing in addressing the
dangers that online predators pose to our Nation’s children. Your work
in this area is helping to shed light on the difficult challenges to both law
enforcement and to American families, as well, and I appreciate the
committee’s dedication to this issue.

As the father of six children, I know the challenges that technology
poses to our families. In a world that moves at a dizzying pace, being a
father gets harder all the time. Monitoring our children’s use of
emerging technology is a huge task and the Internet remains the focus of
many parents’ concerns. The technological breakthrough of the World
Wide Web has been enormously beneficial to our society. The Internet
has brought communities across the globe closer together through instant
communication. It has enabled an unfiltered free flow of thought, ideas,
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and opinion. The Internet has opened a window to the world right at our
fingertips.

However, this window opens both ways. The freedom to connect to
the world anywhere, at any time brings with it the threat of unscrupulous
predators and criminals who mask their activities with the anonymity the
Internet provides to its users. And among its many applications, one of
the most worrying developments of late has been the growth of what are
known as social networking sites. Social networking sites like
Myspace.com is one of the more famous--Friendster and Facebook are
some of the others--have literally exploded in popularity in just a few
short years. MySpace alone has just over 80 million users and ranks as
the sixth most popular English language website and the eighth most
popular in the world.

Anyone can use these sites. Companies and colleges, teachers and
students, young and old all make use of social networking sites to
connect with people electronically, to share pictures, information, course
work, and common interests. These sites have torn down the
geographical divide that once prevented long distance social
relationships from forming, allowing instant communication and
connections to take place and a virtual second life to take hold for its
users. For adults, these sites have been fairly benign. For children, they
open the door to many dangers, including online bullying and exposure
to child predators that have turned the Internet into their own virtual
hunting ground.

I became personally aware of the danger of the Internet and what it
can pose after my 16-year-old daughter began using the social
networking site in MySpace.com. [ quickly realized that while my
daughter thought she was only chatting with her friends, other people,
some with criminal intent, could be looking in. Although age limits exist
on many of these sites, there is almost no enforcement of these rules.
Frequently, children under the age of 14, which is the cutoff age for
profiles on MySpace, simply lie about their age and fake being 16 or 18
or even older. Predators also use this anonymity to their advantage by
profiling themselves as teenagers to more easily identify and navigate the
profiles of their prey.

The dangers our children are exposed to by these sites is clear and is
compelling. According to a study conducted by the National Center for
Missing and Exploited Children, in 1998 there were 3,267 tips regarding
child pornography. Since then, the number has risen by over 3,000
percent to an astounding 106,119 tips in 2004. The Department of
Justice recognizes child pornography as a precursor for pedophiles and is
often linked to online predators. According to Attorney General
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Gonzalez, one in five children has been approached sexually on the
Internet, one in five children.

Worse still, a survey conducted by the Crimes Against Children
Research Center found that less than one in four children told their
parents about the sexual solicitation that they received. MySpace, which
is self-regulated, has removed an estimated 200,000 objectionable
profiles since it began to operate in 2003. And while it is difficult to
predict the exact number of total predators on the Internet at any one
time, the FBI estimates that there are more than 2,400 active sexual,
child sexual exploitation investigations under investigation at any one
given time.

This problem is finally gaining the public’s attention. Look closely
at local and national news stories and you will undoubtedly see a story of
a crime linked to a social networking site. Recently, national news
reports have focused on the case of Katherine R. Lester, a 16-year-old
Michigan honor student who fled to Israel with hopes of meeting a 25-
year-old man she met on MySpace. Two months ago, in my own
congressional district, right across the Delaware River in Bucks County,
a 25-year-old man, Shawn Little, was arrested for posing as a teenager
online to solicit a 14-year-old boy. Little’s communications with the
child resulted in a sexual encounter. And NBC’s Dateline program has
brought the threat of online predators to the televisions of millions of
Americans through their acclaimed by disturbing “To Catch a Predator”
series. While these high-profile cases make a splash in the headlines,
how many other less-publicized cases of child exploitation go unnoticed?

While these stories have pressured many social networking sites to
take action to improve their safety protocols, like MySpace recently has
done, these changes, in my view, fall short of real reform and that is why
I did introduce the bill, the Deleting Online Predators Act. Parents have
the ability to screen their children’s Internet access at home, but this
protection ends when their child leaves for school or the library. My
legislation would require schools and libraries in New Jersey and
throughout our Nation to monitor the Internet activities of minors and
implement technology to protect their children from accessing, number
one, social networking sites like MySpace.com and chat rooms which
allow children to be preyed upon by individuals that seek to do our
children harm and also protect them from visual depictions that are
obscene.

Preventing access to social networking sites in these situations is not
designed to underestimate the importance of parental supervision.
Internet safety begins at home and that is why my legislation would
require the FTC to design and publish a unique website to serve as a
clearinghouse and resource for parents, teachers, and children for



27

information on the dangers of surfing the Internet. The website would
include detailed information about commercial networking sites. The
FTC would also be responsible for issuing consumer alerts to parents,
teachers, school officials, and others regarding the potential dangers of
Internet child predators and their ability to contact children through
MySpace.com and other sites.

In addition, the bill would require the FCC to establish an advisory
board to review and report commercial sites and chat rooms that have
been shown to allow sexual predators easy access to personal
information of and contact with children. Make no mistake, child
predators are on the Internet and they are a growing problem. Predators
will look for any way to talk to children online, whether through sites
like MySpace, instant messaging, or even online games. The best
defense against these people is to educate parents and children of the
dangers that come along with the Internet and by limiting access to
certain sites during the school day.

And this is not all. Congress and State legislatures must also act to
dedicate funds to law enforcement programs designed to combat child
predators. Last month we fought for and in Congress we passed
legislation to increase funding to the FBI’s Internet Crimes Against
Children Task Force and the Innocent Images National Initiative, which
serves as a hub for all the FBI’s child predator initiatives.

Mr. Chairman, Congressman Ferguson, there is no silver bullet
solution to the problem of online predators. It will take the combined
efforts of parents, children, law enforcement officials, and the legislature,
Federal and State, to take action against these crimes. Thank you, Mr.
Chairman, for permitting me to address the committee and Congressman
Ferguson, for permitting me to remark on my efforts to address this issue
together with each of you and the United States Congress.

[The prepared statement of Hon. Michael Fitzpatrick follows:]

PREPARED STATEMENT OF THE HON. MICHAEL FITZPATRICK, MEMBER, U.S. HOUSE OF
REPRESENTATIVES

Mr. Chairman,

Thank you for inviting me to participate in today’s hearing and for allowing me to
give testimony on what I feel is a new and emerging problem confronting our nation’s
children and their safety while using the Internet. I am speaking of the rapid increase in
popularity of Internet social networking sites and their use by child predators to hunt and
harass our children at home, in schools and in our libraries.

As the father of six children, I know very well the challenges technology poses to
our families. In a world that moves at a dizzying pace, being a father gets harder all the
time. Monitoring our children’s use of emerging technologies is a huge task and the
Internet remains the focus of many parent’s concerns.

The technological breakthrough of the World Wide Web has been enormously
beneficial to society. The Internet has brought communities across the globe closer
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together through instant communication. It has enabled an unfiltered free-flow of
thought, ideas and opinion. The Internet has opened a window to the world right at our
fingertips. However, this window opens both ways. The freedom to connect to the world
anywhere at anytime brings with it the threat of unscrupulous predators and criminals
who mask their activities with the anonymity the Internet provides to its users. And
among its many applications, one of the most worrying developments of late has been the
growth in what are known as “social networking sites.”

Social networking sites like Myspace, Friendster, and Facebook have liter